. : : | CYBER POLICY - L _
Guru Jambheshwar Unlver5|tv of Smence & Technologv, Hrsar

v ] Networkmg Cell of GJUS&T, Hisar provrdes internet facrllty through its modern and fuIIy

-5 'equ ed network infrastructure. This facility is provided through wireless and wired network

' medig- to all faculty, students and staff. For this purpose, Network Cell allocates user ID and '

" 'paSSWOrd to each and every users at the time of entryin job/course. '

_ ‘Users of Guru Jambheshwar Unlversrty of Saence & Technology, Hlsar are expected to
* abide by the followmg rules which are lntended to preserve the utility and erxrbllity of the -
; systeims, protect the privacy and secure work of student faculty and staff and to preserve ourl :

rlght to access international network to ‘which our system is connected In case: of any

ﬁ._ complalnts of pohcy breachmg, appropriate actron shall be taken by cyber commlttee consrstrng.'v '
of followmg : :

Proctor
2 ! Director (UCIC)
‘ l Incharge, Networking Cell ;-
4 Charrperson/Branch Offlcer concerned ,
The polrcy as follows ' ‘ A

. _-1."_ Faculty, staff and students wrth authorrzed accounts .may use - the computmg and

& i .'network facnlltles for academic purposes, ofﬁmal Unlversrty busmess and for personal'

: _purposes solong assuch use. : e :

1 - - Does not'violate any law, Un|ver5|ty poIlcy orlT act of the Government of Indla .

Jii. - _Does not mterfere with performance of GJUS&T Hisar dutres or work of an -
~ . academic nature.. ' '

ol .'_iliﬁ ) Does not result in commercial galn or prlvate proflt other than that allowed by
" the GJUS&T, Hisar - : : L

T2 Users are expected to respect the privacy of other users and they must not allow any

. | other person to use their.account and share their_account information ( ID and -,
~ " | password). It'is the users responsibility to protect their account from unauthorized
~-|-access by changing their passwords perlodlcally and using strong passwords Sharing of
‘_'gg'passwords for any. purpose: whatsoever is strictly prohibited. Users may share the =
requrred flles through shanng software with proper ACL ' - F WS

g 3.f"Any attempt to crrcumvent system securlty, guess others passwords orin unlawful way- 15 %
| to gain unauthonzed access to loca) or network resources is forbldden Users must not o

.| use another person’s computing account, attempt to forge an account rdentlty, or use @
' false account or e-mail address - '
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4. Transferrmg of copyrrghted materlals to or from the GJUS&T systems wrthout obtarnrng‘
consent of the authority/owner is a violation of international law. In addition, use of the

| internet facility for commercial gain or proflt is not allowed If done S0y, it will be the
' ( sole responsrbrllty of the user. ! : i

5.} Downloadlng of copyrighted movres/book/games via torrent’s or other means is
- | traceable and students are warned that on receipt of any complaints, appropriate fine

| as deemed fit by cyber committee will be imposed and in case of repeated violation
| further disciplinary action will be taken. The amount claimed for infringement shall be

: payable by the user only, Unrversrty shall not be liable for any of such frnancral llabrlrty

L) Settmg up. of any facility requiring passWord transmlssion over clear text is prohrbrted ;
without TLS/SSL encryption. : '

o lt is forbidden to use electronrc mail and other network commumcatlon facrlrtres to -
_‘harass, offend, or annoy other users of the network or outside the. network rncludrng' ,
l impeding their computmg systems, software or data Neither is any form of commercial -
advertrsmg, or soliciting allowed Spammlng is strrctly BANNED Subsmbmg to marlrng'
lists outside the lnstrtute is an. mdrvrdual’s responsrblllty - '

. 8 ’ Recreatronal downloads and peer to peer connectrons for recreatroral purposes are
BANNED unless itisan academlc requrrement ‘

L P 9 To the extent possrble users are expected to connect only to the offrcral GJUS&T Hnsar :
' ! Wi- Fi network for wrreless access Settlng up of unsecured Wi-Fi systems usages of VPN, ', )
Socks proxy (Srphon Proxy, Tor Browser, anonymous proxres etc) Open tunnelv B ,
: Network connection and by passing the GJUS&T Hlsar ‘UTM ‘policy by any means is
. strrctly BANNED Any breach of this rule shall lead to immediate actron of blockrng the
lD for the Semester followed by dlscrplrnary actron as decided by the cyber commrttee 2 .

: 10 Users are expected to take proper care of. network equrpment and are expected to’ V
; report any malfunctron to the staff on duty or to the in- charge of the facrlrty '

s .1 { Drsplay and storage of offensrve materral like storrng pornographrc materral on the drsk
. viewing pornographrc material on the termrnals is strrctly prohrbrted and serlous actron "
wrll be taken agarnst offenders

s ,:12 Any other breach not covered here shall be decrded as per the IT Act of 2000

' : 413 Every User shall be provrded user ID and password ( Wrth single. log |n only) to use the
; lnternet in unrversrty campus. -

391

Scanned With 'CamScanner



_SERTERIC RN

14 The students (UG and PG) will be allotted user ID valid till the completlon of their course

= programme in which they ‘have taken the -admission. It will be the. responsrblllty of
| :concerned Chairperson to-inform Networkmg Cell every year about the date of -
' ! deactlvatlon (Whrch must not be beyond the last exam date) of user ID's of the outgomg’
'students ' '

18, The ID's of drop out: students wrll be deactlvated immediately. It wull be the
: responSIblllty of concerned. Charrperson to mform Networklng Cell |mmed|ately about. .

_any drop out by students.

e
"16.‘ User ID’s of staff and faculty wrll be for their service perlod Upon leavmg -/ transfer ;
' outsude ‘the campus it will be the respon5|b|l|ty of user to get the D deactuvated after
taklng NO DUES from Networkmg Cell. It will be responsrblllty of concerned HOD/B Oto
1 ensure that the NO DUES has been taken from Networkmg Cell and user. ID has been got'
| deactivated. » :
~17. User . ID’s of research scholars will be valld till the. completlon of thelr Degree Upon
.submission of fmal thesis, it will be the responsrblllty of user to get. the ID deactrvated
| after. taking NO DUES from Networkmg Cell. It will .be responsibility of concerned
' Charrperson ¥ Research Gwde to ensure that ‘the NO DUES has been taken from
Networkmg Cell and user ID has been got deactlvated : , : :
"°18. A user can ask for his / her surfing logs.with justlflcatlon wh|ch will be provrded only -
.| after the administrative approval from Honb le Vice Chancellor. . However third party
' _‘surflng Iogs shaII not be provrded in any case in order to avoid the breach of prlvacy of

-l users.
r,;‘ ’

B : 19 Networklng Cell shall retain’ surﬁng logs of users for a. period of 60 days only User
‘surfing logs ‘will be provnded only on the demand of Police department / Court agalnst
| the FIR. lodged. The followmg commlttee wnII certify and provide the Iogs in above o
' scenarlo ' : :
e A_Charrperson, CSE
e Dlrector UcCIC

. Incharge, Networking Cell
1. e law Officer . A

R UTM'Dealing_Offlclal '

Proctor

\)\m b 219

']:n.charge, /WCell T A-I
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